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1. Coding Best Practices
Good code is not only code that works - it is code teams can safely change.

What does "best practice" mean?
Best practices are proven habits that make software
easier to read, change, test, secure, and operate. They
are not rigid laws. A professional developer chooses
practices that fit the problem, team, and risk.

Readable: another developer can understand intent
quickly.

Maintainable: a change in one area does not
unexpectedly break another.

Secure: untrusted input, secrets, permissions, and
data are handled deliberately.

Testable: important behavior can be verified
repeatedly.

Scalable: the design can grow without constant
rewrites.

Core idea

Working code answers only one question: "Does it
run?" Professional code also asks: "Can we
understand it, trust it, test it, and change it later?"

A practical quality check
Can I explain this code in one minute?

Are names clear without reading every line?

Are failures handled intentionally?

Could a teammate safely modify it tomorrow?

Clean code starts with clarity
Code is read far more often than it is typed. Optimize
first for the next reader - which may be you six months
later. Prefer direct control flow, meaningful names,
small focused units, and visible business rules.

BAD PRACTICE
function x($a,$b){
  if($a==1){return $b*10;}
}

BETTER PRACTICE
function calculateDiscount(
  bool $isEligible, float $price
): float {
  if (!$isEligible) return $price;
  return $price * 0.90;
}

Why the second version wins

The name reveals intent, types communicate
expectations, the guard clause keeps flow flat, and
the calculation is easy to test.

Remember

Do not chase cleverness. Simple code that
communicates intent usually beats compressed code
that saves a few lines.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Coding Best Practices. Identify one risk
or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Rule of thumb: optimize for understanding before optimizing for cleverness.
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2. Naming & Magic Values
Names are tiny pieces of documentation that appear everywhere in your code.

Meaningful naming
Names should describe purpose, not implementation
accidents. A reader should know what a value means
without searching through several files.

BAD
 $a = User::find(10);
 $d = 500;

BETTER
$user = User::find(10);
$discountAmount = 500;

Useful naming patterns

Booleans: isActive, hasPermission, canEdit,
shouldRetry.

Collections: users, activeOrders, pendingInvoices.

Functions: start with a verb - calculateTotal(),
sendReceipt(), findActiveStudents().

Classes: use nouns that represent a responsibility -
InvoiceService, StudentPolicy.

Avoid vague words

data, temp, value, obj, handler, process, manager
and helper can hide intent when used without
context.

Avoid magic numbers and strings
A raw value such as 5, 30, or "active" may make sense
today but become confusing later. Give business values
names or place them in configuration when they can
change.

BAD
if ($user->attempts > 5) {
  lockAccount();
}

BETTER
const MAX_LOGIN_ATTEMPTS = 5;

if ($user->attempts > MAX_LOGIN_ATTEMPTS) {
  lockAccount();
}

When config is better

Use configuration for environment-dependent or
operational values such as retry counts, API URLs,
timeouts, and feature switches.

Database/API names
Prefer consistent snake_case columns: student_id,
created_at.

Use stable API field names; changing them can break
clients.

Avoid abbreviations unless the team uses them
consistently.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Naming & Magic Values. Identify one
risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A good name reduces the amount of explanation your code needs.
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3. Functions & Guard Clauses
Keep units small, focused, and easy to reason about.

One function, one clear job
A function should operate at one level of abstraction.
When one method validates input, calculates pricing,
writes multiple records, sends email, and updates
analytics, it becomes difficult to test and risky to
change.

Use descriptive verb-based names.

Prefer a small number of parameters.

Return predictable types.

Separate business rules from side effects when
practical.

Extract code when the new function has a
meaningful name - not just to reduce line count.

Smell test

If a function name needs the word "and" -
validateAndChargeAndNotify() - it may be doing
too much.

Reduce deep nesting

DEEP NESTING
if ($user) {
  if ($user->active) {
    if ($user->subscription) {
      if ($user->subscription->valid) {
        process($user);
      }
    }
  }
}

GUARD CLAUSES
if (!$user || !$user->active) return;
if (!$user->subscription) return;
if (!$user->subscription->valid) return;

process($user);

Guard clauses reject invalid states early. The main
success path stays visually straight, which makes code
easier to scan and reduces mental stack.

Do not overdo it

Many early returns are fine when they simplify
flow. If conditions are still complex, move the rule
into a named method or domain object.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Functions & Guard Clauses. Identify one
risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Small, named decisions are easier to test than one giant method.
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4. DRY, KISS & YAGNI
Three principles that protect teams from duplicate logic and unnecessary complexity.

DRY - Don't Repeat Yourself
DRY is about duplicated knowledge, not merely
duplicated characters. If the same business rule is
copied in several places, fixes can drift. Centralize rules
that must always change together.

Good target: repeated tax calculation or permission
rule.

Bad target: two small blocks that only look similar
today.

Prefer a clear duplication over a premature
abstraction that couples unrelated features.

Ask before extracting

"Will these copies need to change together for the
same business reason?" If yes, abstraction is
usually valuable.

KISS - Keep It Simple
Choose the smallest design that solves the current
problem clearly. Fewer moving parts mean fewer failure
modes, easier onboarding, and cheaper debugging.

YAGNI - You Aren't Gonna Need It
Avoid building capabilities merely because they might
be useful later. Future requirements usually change
before arrival, leaving unused abstractions to maintain.

Do not pre-build five payment gateways when one is
required.

Do not create generic report engines for one report.

Do not introduce complex patterns only to appear
"enterprise".

Do leave clean extension points when change is
genuinely likely and cheap to support.

Balance matters

YAGNI does not mean ignoring known growth. It
means separating confirmed requirements from
imagined ones.

Decision shortcut
Need
now?

Simples
t design Test it Evolve

later

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to DRY, KISS & YAGNI. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Prefer reversible decisions and simple code that can evolve.



NextTechEra Learning Resources

Best Coding Practices - Handwritten Notes nexttechera.in   |   Page 8

5. SOLID Principles - Overview
SOLID helps manage change, but it should serve the design - not dominate it.

S - Single Responsibility
A unit should have one primary reason to change.
Group behavior around a coherent responsibility rather
than around convenience.

O - Open/Closed
Stable code should be extendable without repeatedly
editing risky core branches. Interfaces, strategies, and
polymorphism can help when variation is real.

L - Liskov Substitution
A subtype should honor the expectations of the type it
replaces. It should not surprise callers with weaker
guarantees or incompatible behavior.

I - Interface Segregation
Clients should depend only on operations they actually
need. Several focused interfaces are often better than
one giant contract.

D - Dependency Inversion
High-level business rules should depend on
abstractions rather than concrete infrastructure details.
This improves replaceability and testability.

Important

SOLID is a design vocabulary, not a checklist that
requires one class or interface for every line of
code. Apply it where change, variation, or testing
pressure justifies it.

Use SOLID when...
A module changes for unrelated reasons.

You repeatedly add branches for new variants.

Tests are hard because infrastructure is tightly coupled.

One interface forces unrelated consumers to implement
unused methods.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to SOLID Principles - Overview. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Patterns are tools. Use them to reduce change cost, not to increase ceremony.
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6. SRP & Open/Closed
Two SOLID ideas that directly improve everyday application structure.

Single Responsibility Principle

TOO MANY REASONS TO CHANGE
class UserController {
  public function store(Request $r) {
    // validate
    // create user
    // charge card
    // send email
    // audit log
  }
}

This controller changes when validation, billing, email,
persistence, or auditing changes. That creates a large
blast radius.

Controll
er

UserSer
vice

Paymen
t/Notify

Persiste
nce

Better split

Let the controller coordinate. Move coherent
business operations into services/actions, and
infrastructure details into dedicated collaborators.

Open/Closed Principle
Suppose checkout supports card payments today and
bank transfer tomorrow. Repeatedly editing one large
switch statement can become risky. A payment
interface plus implementations can isolate variations.

EXTENSIBLE CONTRACT
interface PaymentGateway {
  public function charge(Money $amount): Receipt;
}

class CardGateway implements PaymentGateway { ... }
class BankGateway implements PaymentGateway { ... }

Do not abstract too early

One payment method does not require an
elaborate plugin framework. Introduce the
abstraction when a second real variant or testing
need appears.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to SRP & Open/Closed. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Separate responsibilities first; abstract variation when variation becomes real.
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7. LSP, ISP & Dependency Inversion
Contracts should be trustworthy, focused, and easy to replace.

Liskov Substitution Principle
If code accepts a PaymentGateway, each
implementation should satisfy the same behavioral
expectations. A subtype that suddenly refuses valid
amounts or returns unrelated data breaks
substitutability.

Honor input assumptions.

Maintain output guarantees.

Do not introduce surprising side effects.

Document exceptional behavior as part of the
contract.

Practical sign of LSP trouble

Callers keep checking the concrete type before
using an object. That often means the common
abstraction is dishonest.

Interface Segregation
Avoid interfaces like Worker with work(), eat(), sleep(),
drive(), approvePayroll(). Consumers should depend
only on the capabilities they actually use.

Dependency Inversion

DEPEND ON CONTRACT
class InvoiceService {
  public function __construct(
    private PaymentGateway $gateway
  ) {}
}

The service depends on a business-facing interface.
Infrastructure implementations can change without
rewriting invoice logic, and tests can provide a fake
gateway.

Laravel note

Constructor injection works well with Laravel's
service container. Bind an interface to the
production implementation in a service provider.

What this buys you
Smaller test surface.

Replaceable integrations.

Clearer boundaries.

Less accidental coupling.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to LSP, ISP & Dependency Inversion.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A useful abstraction makes important behavior easier to replace or test.
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8. Comments & Documentation
Use comments to preserve reasoning, not narrate obvious syntax.

Bad comments repeat code

OBVIOUS COMMENT
// Get user
$user = User::find($id);

The code already says what happens. A comment that
merely translates syntax can become stale and add
noise.

Useful comments explain WHY
Business rule: why a cutoff date is fixed.

Compatibility workaround: why an odd branch must
remain.

Algorithm choice: why a less obvious approach is
required.

External limitation: why retries or delays exist.

Strong rule

If a better name or smaller function can remove the
need for a comment, improve the code first.

Documentation layers
Use the lightest documentation that serves the reader:
names inside code, docblocks for public contracts,
README for setup, ADRs for important architecture
decisions, and runbooks for operations.

Good documentation stays close to change

Document how to run the project.

Describe required environment variables without
exposing values.

Record non-obvious deployment steps.

Include examples for public APIs.

Update docs in the same PR as behavior changes.

Avoid documentation debt

Incorrect docs are worse than missing docs
because they create false confidence. Keep
documentation small, owned, and testable where
possible.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Comments & Documentation. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Good code explains WHAT. Useful documentation preserves WHY and HOW.
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9. Error Handling
Failures are part of the design, not an afterthought.

Do not swallow exceptions

BAD
try {
  $user->save();
} catch (Exception $e) {
  // nothing
}

BETTER
try {
  $user->save();
} catch (Throwable $e) {
  Log::error("Unable to save user", [
    "user_id" => $user->id,
    "exception" => $e,
  ]);
  throw $e;
}

Silent failure hides the original cause and can leave the
system in an inconsistent state. Log useful context and
either recover intentionally or propagate the failure.

Catch only when you can add value
Recover: use a fallback, retry, or alternate path.

Translate: convert an infrastructure exception into a
domain/application error.

Add context: log identifiers that help diagnose the
operation.

Cleanup: release resources while preserving the
original failure.

Production safety

Do not return stack traces, SQL text, secret values,
or internal paths to end users. Give clients a stable
error message and keep detailed diagnostics in
protected logs.

Design expected errors

Validation failures, insufficient balance, and permission
denial are expected outcomes. Model them clearly
instead of treating every non-success path as an
unexpected exception.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Error Handling. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Handle errors at the level that understands what recovery or translation should happen.
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10. Input Validation
Everything outside your trust boundary is untrusted until validated.

Validate at the boundary
HTTP requests, uploaded files, webhook payloads, CLI
arguments, message queues, and third-party API
responses can all contain missing, malformed, or
malicious data.

Validate more than presence

Type and format.

Length and numeric range.

Allowed values.

Relationships and existence.

File MIME/type and size.

Business invariants such as dates and ownership.

Frontend validation is UX

Client-side validation gives fast feedback, but it
cannot protect the server. Always enforce critical
rules server-side.

Laravel Form Request example

FORM REQUEST
public function rules(): array {
  return [
    "email" => ["required", "email"],
    "age" => ["required", "integer", "between:18,90"],
    "role" => ["required", Rule::in(["student","teacher"])],
  ];
}

Form Requests keep controllers small and provide a
single place for request-specific validation and
authorization.

After validation
Use validated data rather than the entire request payload.

Normalize values deliberately.

Reject unknown sensitive fields when mass assignment
could matter.

Return consistent validation errors.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Input Validation. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Trust is earned through validation, not assumed from the client UI.
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11. Security Essentials
Security is a chain: validation, encoding, authentication, authorization, secrets, and safe defaults.

Injection and output safety

SQL INJECTION RISK
DB::select("SELECT * FROM users WHERE email = '$email'");

PARAMETERIZED/ELOQUENT
$user = User::where("email", $email)->first();

Use parameter binding or ORM query builders. For
HTML, escape untrusted output by default and only
allow raw HTML through carefully reviewed paths.

Web protections
CSRF protection for state-changing browser requests.

Secure cookies and HTTPS.

Rate limits on login, reset, OTP, and expensive APIs.

Content Security Policy where practical.

File uploads stored outside executable web paths.

Passwords and sessions
Hash passwords using the framework's password
hasher - never encryption or plain text.

Regenerate sessions after login.

Expire/reset sensitive tokens.

Use MFA for high-risk admin accounts when
available.

Require re-authentication for critical actions when
appropriate.

Security mindset

Ask two questions for every endpoint: "Can the
input be malicious?" and "Is this user allowed to
perform this exact action on this exact resource?"

Dependency hygiene

Keep frameworks and packages supported and patched.
Remove unused packages, review advisories, and avoid
copying untrusted snippets into privileged code.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Security Essentials. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Secure code is deliberate about trust boundaries and permissions.
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12. Secrets, Authentication & Authorization
Identity and permission are different problems - treat them separately.

Never hardcode secrets

BAD
$apiKey = "sk_live_123456";

BETTER
$apiKey = config("services.payment.key");

Never commit .env files.

Never commit private SSH keys.

Rotate leaked credentials immediately.

Use separate credentials per environment.

Prefer secret managers or protected environment
configuration in production.

Git history matters

Deleting a secret from the latest commit does not
necessarily remove it from repository history. Treat
exposed credentials as compromised.

Authentication vs Authorization

Authentication

Who are you? Login, sessions, tokens, MFA, identity
verification.

Authorization

What are you allowed to do? Roles, permissions,
policies, resource ownership.

Laravel tools
Middleware: coarse route-level gates.

Policies: resource-specific authorization rules.

Gates: focused abilities that do not naturally map to a
model.

Sanctum/Passport or other auth systems: API identity
depending on use case.

Do not rely only on hidden buttons in the UI. The server
must enforce authorization for every sensitive action.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Secrets, Authentication & Authorization.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Authentication proves identity. Authorization protects resources.
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13. Database Best Practices
Schema and query choices directly affect correctness, performance, and data integrity.

Design for integrity
Use primary keys and foreign keys.

Choose the smallest correct data type.

Add unique constraints for values that must be
unique.

Use NOT NULL when missing data is invalid.

Normalize repeated data until there is a clear reason
not to.

Indexes

Indexes can dramatically accelerate reads but add
storage and write cost. Index columns used frequently
in filters, joins, and ordered lookups - then verify with
query plans rather than guessing.

Constraint > convention

If the database can enforce an invariant safely, a
constraint protects data even when another code
path forgets the rule.

Query discipline
Select only fields you need for large queries.

Paginate unbounded lists.

Avoid queries inside loops.

Batch writes when appropriate.

Use transactions for multi-step atomic changes.

Back up data and test restore procedures.

Migrations

Treat schema migrations as production code. Review
lock time, defaults, nullability, index creation, rollback
strategy, and compatibility during rolling deployments.

Performance reminder

The fastest query is often the one you do not run.
Cache stable data and avoid duplicate round trips
when the consistency requirements allow it.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Database Best Practices. Identify one
risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Data integrity belongs in both application rules and database constraints.
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14. N+1 Queries & Transactions
Two database topics that frequently separate demo code from production-ready code.

The N+1 problem

N+1 RISK
$students = Student::all();

foreach ($students as $student) {
  echo $student->classroom->name;
}

One query loads students, then an additional query may
run for each classroom relation. With 500 students, a
page can accidentally execute hundreds of queries.

EAGER LOAD
$students = Student::with("classroom")->get();

Measure it

Use query logs, Laravel Debugbar/Telescope in
safe environments, or database profiling to see the
actual query count.

Use transactions for atomic changes

TRANSACTION
DB::transaction(function () use ($order) {
  $order->markPaid();
  Payment::create([...]);
  Inventory::reserveFor($order);
});

A transaction ensures related database changes either
succeed together or roll back together. This is critical
when partial completion would corrupt business state.

Keep transactions focused
Do not perform slow external HTTP calls inside a long
transaction unless necessary.

Lock only what you need.

Understand retry/deadlock behavior.

Use idempotency for external operations that cannot roll
back with the database.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to N+1 Queries & Transactions. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Performance prevents N+1. Correctness often requires atomic transactions.
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15. API Design
A good API is predictable for both humans and client applications.

Use resource-oriented routes

AVOID
POST /getUsers
POST /createStudent
POST /deleteOrder

PREFER
GET    /api/users
POST   /api/students
DELETE /api/orders/{id}

Match HTTP semantics

GET: read without changing server state.

POST: create or trigger a non-idempotent operation.

PUT/PATCH: update.

DELETE: remove.

URLs should name resources

Prefer nouns in URLs and let the HTTP method
communicate the action.

Production API concerns
Validate every request.

Authenticate and authorize independently.

Paginate large collections.

Rate-limit abuse-prone endpoints.

Version APIs when compatibility requires it.

Use idempotency keys for retry-sensitive operations
such as payments.

Document request/response examples.

Consistency beats cleverness

Choose stable conventions for field names, date
formats, pagination metadata, and error responses.
Client developers should not need to learn a different
style for each endpoint.

Breaking changes

Renaming a public response field can break mobile
apps that cannot update instantly. Treat public API
contracts as products.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to API Design. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Predictability is one of the most valuable API features.
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16. API Responses & HTTP Status
Status codes and response shapes should tell clients what happened without guesswork.

Consistent success response

JSON RESPONSE
{
  "success": true,
  "message": "Student created successfully",
  "data": { "id": 42 }
}

Consistent validation response

VALIDATION ERROR
{
  "success": false,
  "message": "Validation failed",
  "errors": {
    "email": ["A valid email is required"]
  }
}

Keep machine-readable fields stable. Do not force
clients to parse human text to determine the error type.

Common HTTP status codes
200 OK - successful read/update response.

201 Created - a new resource was created.

204 No Content - success with no response body.

400 Bad Request - malformed request or generic client
error.

401 Unauthorized - not authenticated.

403 Forbidden - authenticated but not allowed.

404 Not Found - resource does not exist or is
intentionally hidden.

422 Unprocessable Content - validation/business input
errors.

429 Too Many Requests - rate limited.

500 Internal Server Error - unexpected server failure.

Do not return 200 for everything

HTTP status is part of the protocol contract.
Correct codes simplify clients, monitoring, and
debugging.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to API Responses & HTTP Status. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A client should understand success or failure from the protocol and stable payload structure.
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17. Laravel Best Practices
Use Laravel features to make intent explicit, not to hide all logic inside controllers.

A healthy Laravel flow

Route Controll
er

Service/
Action

Model/
DB

Form Requests for validation and request
authorization.

Policies/Gates for permissions.

Eloquent relationships and eager loading for data
access.

API Resources for output transformation.

Jobs/Queues for slow background work.

Events/Notifications when decoupling is useful.

Config files instead of direct env() calls throughout
application code.

Framework features are defaults, not dogma

Use the simplest Laravel feature that
communicates the design. Avoid adding layers that
provide no measurable value.

Common Laravel smells
Huge controllers with business logic.

Queries scattered across Blade/Vue request
handlers.

N+1 relationships.

Direct access to $_ENV or env() outside
configuration.

Authorization checked only in frontend.

Jobs that are not idempotent when retries are
possible.

Mass assignment without deliberate
fillable/guarded strategy.

Configuration and deployment

Use config caching in production when appropriate, set
APP_DEBUG=false, ensure storage/queue/scheduler
processes are configured, and keep
environment-specific secrets outside source control.

Testing advantage

Laravel's container, factories, HTTP testing, fakes,
and database helpers can make behavior-focused
tests concise.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Laravel Best Practices. Identify one risk
or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Lean on framework conventions where they reduce surprise and operational risk.
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18. Controller & Application Structure
Controllers should translate HTTP into application actions - not become the whole application.

Controller responsibility
Receive the request.

Use validated/authorized input.

Delegate the use case.

Transform the result into an HTTP response.

THIN CONTROLLER
public function store(StoreStudentRequest $request)
{
  $student = $this->students->create(
    $request->validated()
  );

  return new StudentResource($student);
}

Thin does not mean empty

A controller may coordinate a small amount of
HTTP-specific logic. The problem is mixing
transport, business rules, persistence, and
infrastructure into one method.

Possible structure
Controll

er
Service/
Action

Model/
Reposit

ory

Databas
e

A service/action layer is useful when a use case has
meaningful orchestration or business logic. A repository
layer is useful when it genuinely abstracts a data source
or complex query contract - not automatically for every
Eloquent model.

Choose layers by pressure
Complex business orchestration -> service/action.

Reusable query logic -> query object/scope/repository if
helpful.

External provider -> adapter/client behind an interface.

Simple CRUD -> controller + model may be enough.

Architecture goal

Each boundary should reduce coupling or make
behavior easier to reason about. If a layer only
forwards every call unchanged, question its value.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Controller & Application Structure.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Architecture is about managing change, not maximizing the number of folders.
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19. JavaScript Best Practices
Modern JavaScript rewards clear data flow, modules, and explicit async error handling.

Everyday rules
Use const by default; use let only when
reassignment is required.

Avoid var and accidental globals.

Prefer strict equality === unless coercion is
intentional.

Use optional chaining carefully for nullable paths.

Keep functions focused and modules cohesive.

Avoid mutating shared state unexpectedly.

LESS CLEAR
let total = 0;
items.forEach(i => {
  total = total + i.price;
});

CLEAR INTENT
const total = items.reduce(
  (sum, item) => sum + item.price,
  0
);

Async/await with error handling

ASYNC FLOW
async function loadStudents() {
  try {
    const response = await api.get("/students");
    return response.data;
  } catch (error) {
    reportError(error);
    throw error;
  }
}

Frontend reliability
Represent loading, empty, success, and error states.

Cancel or ignore stale requests where races can occur.

Do not expose secrets in browser bundles.

Sanitize/escape untrusted HTML.

Debounce expensive search/input when useful.

Modules over globals

A clear module boundary makes dependencies
visible and reduces accidental cross-page coupling.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to JavaScript Best Practices. Identify one
risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Predictable state and explicit async flows make frontend bugs easier to diagnose.
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20. Vue.js Best Practices
Vue 3 components should be cohesive, reusable where useful, and explicit about data flow.

Component design
Keep components focused on one UI responsibility.

Use props for data in and emits for events out.

Extract reusable stateful logic into composables.

Use computed values for derived state.

Avoid watchers when a computed property or
explicit event is clearer.

Use stable keys in v-for.

Do not split by line count alone

A 200-line cohesive form can be clearer than eight
tiny components with tangled props. Split around
responsibilities and reuse boundaries.

API layer

Centralize HTTP client configuration and recurring API
behavior such as auth headers, error normalization,
and base URLs. Components should not repeat raw
fetch logic everywhere.

State and UX
Show loading state for async actions.

Disable duplicate submits.

Handle empty and error states deliberately.

Use Pinia or another store for truly shared state - not
every local field.

Clean up timers/listeners on unmount.

Avoid storing server-derived data in multiple
competing sources of truth.

TYPED COMPONENT CONTRACT
const props = defineProps<{ studentId: number }>();
const emit = defineEmits<{ saved: [id: number] }>();

Composition API

Group code by feature/use case rather than
separating all variables, methods, and watchers
into distant sections.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Vue.js Best Practices. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A component API should be as understandable as a backend API.
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21. Git Best Practices
Version control should make collaboration safer, reviewable, and reversible.

Commits are a communication tool

WEAK MESSAGE
git commit -m "changes"

BETTER MESSAGE
git commit -m "Fix duplicate attendance validation"

Keep commits focused on one logical change.

Write messages that explain the outcome, not the
act of editing.

Avoid committing generated files unless the project
intentionally tracks them.

Review git diff before committing.

Never commit secrets

Use .gitignore, secret scanning, and protected
environment configuration. Rotate any credential
that reaches a shared repository.

Branch and PR workflow
Pull

latest
Feature
branch

Commit
& push

Pull
Request

Use clear branch names such as
feature/student-import or bugfix/payment-timeout.

Keep PRs small enough to review carefully.

Describe why the change exists and how it was
tested.

Resolve conflicts deliberately.

Avoid force-pushing shared branches unless the
team workflow explicitly allows it.

Before merge

Run tests, self-review the diff, remove debug code,
verify migrations, and ensure no unrelated files are
included.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Git Best Practices. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A good Git history is a readable story of how the system changed.
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22. Testing Best Practices
Test behavior that matters, not implementation trivia.

Build a balanced test suite
Unit tests: fast checks for isolated rules/calculations.

Feature tests: exercise application behavior through
realistic boundaries.

Integration tests: verify important interactions such
as database or external adapters.

End-to-end tests: cover a small number of critical
user journeys.

Test both sides

Happy path.

Validation failures.

Unauthorized/forbidden access.

Boundary values.

Missing relationships.

Retries/idempotency where relevant.

Avoid brittle tests

Do not assert every internal method call if the
observable behavior is what matters.
Implementation-focused tests make refactoring
unnecessarily expensive.

Laravel test example

BEHAVIOR TEST
public function test_teacher_cannot_update_other_school_student(): void
{
  $teacher = User::factory()->teacher()->create();
  $student = Student::factory()->create();

  $this->actingAs($teacher)
    ->put("/students/{$student->id}", [...])
    ->assertForbidden();
}

Test quality
Clear setup.

One meaningful behavior per test.

Readable test names.

Deterministic data.

Useful factories/builders.

Mocks only where isolation adds value.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Testing Best Practices. Identify one risk
or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Tests are executable expectations. Keep them focused on promises the system must keep.
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23. Performance Practices
Performance work starts with measurement, not intuition.

Measure before optimizing
Collect evidence from application traces, database
query logs, real user monitoring, or load tests. Optimize
the bottleneck that actually matters instead of guessing.

Fix N+1 queries and missing indexes.

Paginate or stream large datasets.

Cache stable expensive results.

Move slow non-interactive work to queues.

Reduce duplicate network requests.

Optimize images/assets and use a CDN where
appropriate.

Premature optimization

A complex optimization that saves 2 ms on an
unimportant path can cost more maintenance than
it saves. Prefer simple measurable wins.

Performance has trade-offs
Caching trades freshness for speed.

Indexes improve reads but increase write/storage
cost.

Batching reduces round trips but can increase
memory use.

Queues improve response time but add eventual
consistency and operational components.

Set budgets

Define acceptable response times, query counts,
bundle size, and memory for important paths. Budgets
turn vague "make it fast" discussions into measurable
targets.

Optimize the user journey

A fast backend endpoint does not help if the UI
blocks rendering, downloads huge assets, or
performs the same request repeatedly.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Performance Practices. Identify one risk
or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Measure -> identify bottleneck -> make one change -> measure again.
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24. Caching & Queues
Use caching for repeatable reads and queues for work the user does not need to wait for.

Caching
Cache expensive, frequently reused results.

Choose TTL based on freshness requirements.

Design invalidation before rollout.

Use cache keys that include relevant dimensions
such as tenant or locale.

Do not cache authorization decisions carelessly.

Hard truth

Cache invalidation is part of the feature. If you
cannot explain when the cache becomes stale and
how it is refreshed, the design is incomplete.

Laravel examples

Use Cache::remember() for reusable computed data,
config:cache for configuration in production, and
route/view cache only when compatible with the
application.

Queue long-running work
HTTP

request
Save
state

Dispatc
h job

Return r
esponse

Email sending.

PDF/report generation.

Image/video processing.

Bulk imports.

Notifications and webhooks.

Queue safety
Make jobs idempotent when retries are possible.

Set sensible timeout/retry/backoff.

Log identifiers, not secrets.

Handle permanently failed jobs.

Monitor queue depth and worker health.

User experience

Return quickly once the durable state is saved, then
show progress/status for background work that
takes time.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Caching & Queues. Identify one risk or
readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Queues change when work happens; they do not remove the need for correctness and monitoring.
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25. Logging & Debugging
Useful logs preserve context. Good debugging follows evidence.

Logging levels
DEBUG - detailed development diagnostics.

INFO - important normal events.

WARNING - unexpected condition with recovery.

ERROR - operation failed.

CRITICAL - severe system/business impact.

WEAK LOG
Log::error("error");

USEFUL LOG
Log::error("Payment processing failed", [
  "order_id" => $order->id,
  "gateway" => "stripe",
]);

Never log secrets

Passwords, tokens, private keys, and full
payment-card data should not appear in
application logs.

Systematic debugging
Reprod

uce
Read
error

Check
logs

Test hyp
othesis

Reduce the problem to the smallest reproducible
case.

Read the complete exception and stack trace.

Confirm inputs and environment.

Change one variable at a time.

Verify the fix and add a regression test when
practical.

Avoid random coding

Changing multiple things until the error disappears
hides the root cause and can introduce new bugs.
Debug with hypotheses and evidence.

Observability

Combine logs with metrics and traces for production
systems. Logs explain events; metrics reveal trends;
traces show where time and failures flow across
services.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Logging & Debugging. Identify one risk
or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Debugging is an investigation: gather evidence, form a hypothesis, test it, and verify.
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26. Code Review & Pull Requests
Review should improve correctness and shared understanding - not become a style battle.

For the author
Keep the PR focused.

Explain the problem and chosen approach.

Include testing steps and screenshots when UI
changes.

Self-review the diff before requesting review.

Call out migrations, security implications, or risky
areas.

For the reviewer

Check correctness and edge cases.

Check authorization and input trust boundaries.

Look for performance/query problems.

Check readability and consistency.

Verify tests cover meaningful behavior.

Review the code, not the person

Prefer "Could we extract this rule so it is tested
once?" over personal or dismissive language.

Pre-PR checklist
[ ] Code runs locally.

[ ] Tests pass.

[ ] Debug statements removed.

[ ] No secrets committed.

[ ] Formatting/linting checked.

[ ] Error paths considered.

[ ] Migrations reviewed.

[ ] PR description explains why.

Small PRs win

Smaller changes receive deeper reviews, merge
faster, create fewer conflicts, and are easier to
revert.

Resolve discussions clearly

When changing code from review feedback, reply with
what changed or explain why a different approach is
safer. Close the loop so future readers understand the
decision.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Code Review & Pull Requests. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

A review is successful when both the code and team understanding improve.
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27. Production Readiness Checklist
Production is a different environment with real users, real data, and real consequences.

Application
[ ] Debug mode disabled.

[ ] Environment configuration verified.

[ ] Secrets protected and rotated when needed.

[ ] Authorization rules reviewed.

[ ] Validation enforced server-side.

[ ] Errors return safe messages.

[ ] Logging/monitoring enabled.

Database
[ ] Backup available and restore process known.

[ ] Migrations reviewed for lock/compatibility risk.

[ ] Indexes verified for critical queries.

[ ] Data migrations are restartable where possible.

Infrastructure
[ ] HTTPS configured.

[ ] Cache settings verified.

[ ] Queue workers running and monitored.

[ ] Scheduler/cron configured.

[ ] Storage permissions correct.

[ ] Rate limits appropriate.

[ ] Health checks and alerts configured.

Release
[ ] Tests passed in CI.

[ ] Rollback/recovery plan exists.

[ ] Feature flags ready for risky rollout if needed.

[ ] Post-deploy smoke test defined.

[ ] Owner knows what metrics/logs to watch.

Release principle

A deployment is not complete when the command
finishes. It is complete when the new version is
healthy and verified.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Production Readiness Checklist.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Deploy, verify, observe - and know how to recover.
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28. Common Bad Coding Habits
Most technical debt starts as a shortcut that becomes permanent.

Habits that create pain
Copy-paste business rules across controllers.

Huge methods and giant classes.

Hardcoded URLs, secrets, and magic values.

Vague naming such as data, temp, process.

No validation or authorization at the server
boundary.

No tests for high-risk behavior.

Direct production edits without review.

Why they persist

Shortcuts often feel faster because the future
maintenance cost is invisible. Teams become trapped
when the same patterns are repeated faster than they
can be corrected.

Improve incrementally

Do not rewrite everything. When touching an area,
leave it slightly clearer, safer, or better tested than
before.

Over-engineering is also debt
Too many unnecessary abstraction layers.

Interfaces with only one trivial implementation and
no testing/variation need.

Generic frameworks built before requirements are
known.

Microservices for a small problem that needs a
modular monolith.

Patterns copied without understanding the
trade-off.

Healthy question

"What problem does this complexity solve today,
and what cheaper design would fail?"

Refactor with safety

Before large refactors, capture important behavior with
tests, make small reversible steps, and measure
performance/defect outcomes. Refactoring should
preserve behavior unless the change explicitly includes
new requirements.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Common Bad Coding Habits. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Technical maturity means avoiding both careless shortcuts and unnecessary ceremony.
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29. From Junior to Professional Habits
Growth is less about typing speed and more about reliable decisions.

A learning progression
Junior: "How do I make this work?"

Growing developer: "How do I make this clear and
testable?"

Professional habit: "How will this behave in
production, fail safely, and be maintained by
others?"

Coding

Move from solving only the visible happy path to
considering naming, edge cases, ownership, data
integrity, and future change.

Debugging

Move from random edits to evidence: reproduce,
inspect, isolate, hypothesize, verify.

This is not about job title

Developers at any level can use professional habits.
Experience mainly improves judgment about
which trade-off matters most.

Collaboration
Git: explain changes through focused commits.

Reviews: ask questions and document decisions.

Security: never assume the UI protects the backend.

Testing: protect critical behavior before changing it.

Architecture: prefer simple boundaries that match
the problem.

Operational thinking

A feature is not finished until deployment, monitoring,
failure behavior, and support impact are understood.

Professional mindset

Make the next change easier. Leave useful names,
tests, logs, and documentation so the next
developer starts with more context than you had.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to From Junior to Professional Habits.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Reliable software comes from repeatable habits, not heroic last-minute fixes.
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30. Practical Refactoring Exercise
Read the bad code first. Identify problems before looking at the improved version.

Problem code

WHAT WOULD YOU CHANGE?
public function save(Request $r) {
  $u = User::find($r->id);
  if ($r->role == "admin") {
    $u->role = "admin";
  }
  $u->email = $r->email;
  $u->save();
  Mail::to($u)->send(new UpdatedMail($u));
  return "ok";
}

Issues to spot
No request validation.

No authorization.

Mass trust in client-controlled role.

HTTP/business logic mixed together.

Email sends synchronously.

String response has no stable API contract.

No error strategy.

Names hide intent.

One improved direction

IMPROVED BOUNDARIES
public function update(UpdateUserRequest $request, User $user)
{
  $this->authorize("update", $user);

  $user = $this->users->update(
    $user, $request->validated()
  );

  SendUserUpdatedMail::dispatch($user->id);

  return new UserResource($user);
}

The improved version validates input through a request
object, authorizes the resource, delegates the use case,
queues non-critical email work, and returns a
structured resource.

Not the only correct design

The best structure depends on project size, risk,
and existing conventions. The important part is
that each concern has an explicit home.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Practical Refactoring Exercise. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Refactoring should make intent, safety, and change boundaries more visible.
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31. Best Practices Cheat Sheet
A one-page review before coding, reviewing, or deploying.

CODE
Keep it simple.

Use meaningful names.

Keep functions focused.

Avoid duplicated business rules.

Prefer guard clauses over deep nesting.

SECURITY
Validate input.

Authorize every sensitive action.

Protect secrets.

Escape output.

Rate-limit abuse-prone endpoints.

DATABASE
Use constraints and indexes deliberately.

Avoid N+1.

Paginate large lists.

Use transactions when changes must be atomic.

GIT & REVIEW
Small focused commits.

Feature branches.

Self-review before PR.

Explain why.

Never commit secrets.

TESTING
Test behavior.

Cover failure paths.

Protect authorization.

Keep tests deterministic.

PRODUCTION
Logs and monitoring.

Backups and rollback.

Queues/scheduler healthy.

Debug off.

Verify after deploy.

Best single question

"What is the simplest safe design that another
developer can understand and change?"

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Best Practices Cheat Sheet. Identify one
risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Print this page and use it as a review checklist.
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32. Interview Questions - Part 1
Short, interview-ready answers for core engineering practices.

Questions 1-5
1. What is clean code?
Code whose intent is easy to understand, whose structure is
consistent, and whose behavior can be changed safely
without unnecessary complexity.

2. Explain DRY.
DRY reduces duplicated knowledge or business rules so one
change does not require editing many copies.

3. Explain KISS.
Prefer the simplest design that clearly solves the current
problem. Complexity must justify itself.

4. Explain YAGNI.
Do not build features or abstractions until a real requirement
justifies them.

5. What is SRP?
A module should have one primary responsibility or reason
to change.

Questions 6-10
6. Why use dependency injection?
It makes dependencies explicit and easier to replace,
configure, and test.

7. What is a guard clause?
An early return that handles invalid or exceptional states so
the main path stays flat.

8. Authentication vs authorization?
Authentication establishes identity; authorization decides
what that identity may do.

9. What is SQL injection?
Untrusted input changes the structure of a SQL query.
Prevent it with parameterized queries/ORM and proper
validation.

10. Why should secrets not be committed?
Repositories and history are widely copied; exposed
credentials can be abused even after the visible line is
deleted.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Interview Questions - Part 1. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Interview tip: answer with a definition, a reason, and one practical example.
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33. Interview Questions - Part 2
Focus on database, API, testing, operations, and debugging.

Questions 11-15
11. What is the N+1 problem?
A query pattern where loading a list triggers an additional
query for each item. Eager loading or better query design
usually fixes it.

12. Why use database transactions?
To make related changes atomic so partial failure does not
leave inconsistent state.

13. What makes a RESTful API predictable?
Resource-oriented URLs, HTTP semantics, consistent status
codes, validation, stable response shapes, and clear error
contracts.

14. Why write tests?
Tests protect important behavior, speed safe refactoring, and
catch regressions before users do.

15. What is code review for?
To improve correctness, security, maintainability,
knowledge sharing, and consistency before changes merge.

Questions 16-20
16. What is technical debt?
The future cost created when today's design or shortcuts
make later changes slower, riskier, or more expensive.

17. When should you cache?
When repeated computation or reads are expensive and the
application can tolerate the chosen freshness/invalidation
model.

18. Why use queues?
To move slow or retryable background work away from the
synchronous user request while preserving reliability.

19. What is premature optimization?
Adding complexity to improve performance before
measurement shows that area is a meaningful bottleneck.

20. How do you debug systematically?
Reproduce, gather evidence, isolate the cause, form a
hypothesis, test one change, then verify and prevent
regression.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Interview Questions - Part 2. Identify
one risk or readability issue, improve it in the smallest safe way, and run the relevant test or manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Strong answers connect the principle to a real production problem.
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34. Professional Developer Workflow
A repeatable workflow that turns requirements into maintainable production software.

1. Understand the requirement
Clarify the user goal, constraints, data ownership,
permissions, failure cases, and what "done" means.

2. Plan the smallest safe design
Choose boundaries, schema changes, API contract, and
test approach. Avoid speculative architecture.

3. Write clear code
Use meaningful names, focused functions, explicit
validation, and straightforward control flow.

4. Validate & secure
Treat input as untrusted and enforce authorization on
the server.

5. Test & self-review
Cover important behavior and failure paths. Read your
own diff as if you were the reviewer.

6. Commit & open PR
Use focused commits and explain the reason, risk,
migration, and testing steps.

7. Review & deploy
Resolve feedback, merge safely, run deployment steps,
and verify the release.

8. Monitor & learn
Watch logs, metrics, errors, and user behavior. Feed
production lessons back into code and tests.

Underst
and Build Review Observe

The loop never ends

Good teams continuously improve code, tooling,
tests, and operational knowledge from real
feedback.

Practice + Quick Review

Mini exercise: Open a recent project and find one place related to Professional Developer Workflow.
Identify one risk or readability issue, improve it in the smallest safe way, and run the relevant test or
manual check.

[ ] Explain the idea in your own words [ ] Spot one bad example [ ] Write one better example

Reflection / notes

Understand -> Plan -> Build -> Secure -> Test -> Review -> Deploy -> Monitor



Write Code Others Can Understand

Professional development is not only about making software work. It is
about creating software that remains secure, maintainable, testable,

observable, and understandable as it grows.

Keep Learning. Keep Building.
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